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Main goals:
◮ Methods and tools to protect peer-to-peer users
◮ Accurate information on paedophile exchanges
◮ Helping law enforcement institutions and NGOs

Actions:
◮ Large-scale measurements
◮ Analysis of P2P exchanges
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Method 1: measure on server

◮ 10 weeks of measurement
◮ 90 millions of peers
◮ 275 millions of file-ids
◮ Largest measurement of P2P
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2. Measurement

Method 3: honey pot
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◮ Web interface

For each file id:

• file names
• number of providers
• first provider (date and peer id)
• main provider (list of peers id)
• content rating
• fake



3. Data Processing

◮ Web interface

For each peer:

• date of arrival
• number of files shared
• sent requests
• provided files
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◮ Anonymisation

Strings
normalisation

−→ Normalised strings
cutting
−→ Words

computation
−→

Word frequency:

≤ 100 anonymisation
≥ 100 stored data
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3. Data Processing

◮ ≥ 100 stored data: examples

Top “interesting” words (in file names and queries):
you, love, sex, xxx

Top 15 words inqueries (not in file names):
girl, girls, boy, boys, child, children, playboy, pedo, attack,

fille, enfants, boyz, enfant, incest, preteen



4. Future

◮ More measurements (other methods)

◮ Content Rating and Fake Detection System

◮ Keywords analysis

◮ Better knowledge of paedophile activities


